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EU Data Transfer Requirements and U.S. 
Intelligence Laws: Understanding Schrems II 
and Its Impact on the EU-U.S. Privacy Shield 
On July 16, 2020, in a decision referred to as Schrems II, the Court of Justice of the European 
Union (CJEU) invalidated the EU-U.S. Privacy Shield (Privacy Shield). Privacy Shield is a 
framework developed by the European Union (EU) and the United States to facilitate cross-
border transfers of personal data for commercial purposes. Privacy Shield requires companies 
and organizations that participate in the program to abide by various data protection requirements 
and, in return, assures the participants that the transfer is compliant with EU law. The CJEU, 
�K�R�Z�H�Y�H�U�����I�R�X�Q�G���3�U�L�Y�D�F�\���6�K�L�H�O�G���L�Q�D�G�H�T�X�D�W�H���L�Q���S�D�U�W���E�H�F�D�X�V�H���L�W���G�R�H�V���Q�R�W���U�H�V�W�U�D�L�Q���8���6�����L�Q�W�H�O�O�L�J�H�Q�F�H���D�X�W�K�R�U�L�W�L�H�V�¶���G�D�W�D���F�R�O�O�H�F�W�L�R�Q��
activities. According to the CJEU, U.S. law allows intelligence agencies to collect and use the personal data transferred under 
the Privacy Shield framework in a manner that is inconsistent with rights guaranteed under EU law. The CJEU focused on 
Section 702 of the Foreign Intelligence Surveillance Act, Executive Order 12333, and Presidential Policy Directive 28, which 
govern how the U.S. government may conduct surveillance of non-U.S. persons located outside of the United States. 

�7�K�H���&�-�(�8�¶�V��Schrems II ruling has significant implications for personal data transfers between the EU and the United States. 
While the decision does not shut the door on all transfers between these jurisdictions, it does considerably narrow the manner 
in which they may take place. For instance, companies may still use Standard Contractual Clauses (SCCs)�² contractual 
clauses approved by the EU that bind the companies to certain data protection standards�² as an alternative to the Privacy 
Shield framework. But Schrems II held that exporters using SCCs must evaluate the legal landscape of the recipient 
�M�X�U�L�V�G�L�F�W�L�R�Q���D�Q�G���W�D�N�H���D�Q�\���³�V�X�S�S�O�H�P�H�Q�W�D�U�\���P�H�D�V�X�U�H�V�´���Q�H�F�H�V�V�D�U�\���W�R���H�Q�V�X�U�H���W�K�D�W���G�D�W�D���L�V���S�U�R�W�H�F�W�H�G���D�W���W�K�H���O�H�Y�H�O���U�H�T�X�L�U�H�G���X�Q�G�H�U���(�8��
law.  

This report examines the impact of Schrems II in further detail. It provides an overview of EU law governing international 
data transfers, including the Schrems II decision, and it reviews the U.S. surveillance laws relevant to that decision. It 
concludes by discussing some considerations for Congress. 
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1 Case C-311/18, Data Protection Commissioner v. Facebook Ireland Ltd, Maximillian Schrems, ECLI:EU:C:2020:559 
(July 16, 2020); Privacy Shield Overview, PRIVACYSHIELD.GOV, https://www.privacyshield.gov/Program-Overview 
(last visited Feb. 9, 2021). 
2 �6�H�H���W�K�H���V�H�F�W�L�R�Q���³A Closer Look at U.S. Intelligence Law Discussed in Schrems II�´���I�R�U���D�Q���R�Y�H�U�Y�L�H�Z���R�I���W�K�H�V�H���O�D�Z�V���� 
3 �6�H�H���W�K�H���V�H�F�W�L�R�Q���³Schrems II�´���I�R�U���D���I�X�U�W�K�H�U���G�L�V�F�X�V�V�L�R�Q���R�I���W�K�H���F�R�X�U�W�¶�V���U�H�D�V�R�Q�L�Q�J�� 
4 �6�H�H���W�K�H���V�H�F�W�L�R�Q���³Schrems II�  ́for a further analysis �R�I���W�K�H���F�R�X�U�W�¶�V���G�L�V�F�X�V�V�L�R�Q���R�I���6�&�&�V�����D�Q�G���V�H�H���W�K�H���V�H�F�W�L�R�Q���³Transfers 
after Schrems II�´���I�R�U���D���G�L�V�F�X�V�V�L�R�Q���R�I���V�X�S�S�O�H�P�H�Qtal measures. 
5 Charter of Fundamental Rights of the European Union, arts. 7�±8, Dec. 18, 2000, 2000 O.J. C 364/1. 
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6 Id. art. 52. 
7 Id. art. 47. 
8 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the Protection of 
Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of Such Data, and 
Repealing Directive 95/46/EC (General Data Protection Regulation) [hereinafter GDPR]. The GDPR is discussed in 
more detail in CRS Report R45631, Data Protection Law: An Overview, by Stephen P. Mulligan and Chris D. 
Linebaugh, and CRS In Focus IF10896, EU Data Protection Rules and U.S. Implications, by Rachel F. Fefer and 
Kristin Archick. 
9 Directive 95/46/EC of the European Parliament and of the Council on the Protection of Individuals with Regard to the 
Processing of Personal Data and on the Free Movement of Such Data. 1995 O.J. 95 (L281) [hereinafter Data Protection 
Directive]. 
10 Id. art. 4(2) ���³�µ�S�U�R�F�H�V�V�L�Q�J�¶���P�H�D�Q�V���D�Q�\���R�S�H�U�D�W�L�R�Q���R�U���V�H�W���R�I���R�S�H�U�D�W�L�R�Q�V���Z�K�L�F�K���L�V���S�H�U�I�R�U�P�H�G���R�Q���S�H�U�V�R�Q�D�O���G�D�W�D���R�U���R�Q���V�H�Ws of 
personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making 
available, align�P�H�Q�W���R�U���F�R�P�E�L�Q�D�W�L�R�Q�����U�H�V�W�U�L�F�W�L�R�Q�����H�U�D�V�X�U�H���R�U���G�H�V�W�U�X�F�W�L�R�Q�´���� 
11 Id. art. 4(7�±8). 
12 Id. art. 45. 
13 Id. art. 46. 
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The government also conducts foreign intelligence surveillance outside of the United States 
against non-U.S. persons under the authority of Executive Order 12333. In some instances, 
this surveillance can capture the same communications that the government obtains within 
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�X�Q�P�L�Q�L�P�L�]�H�G���X�S�V�W�U�H�D�P���G�D�W�D���´�������)�R�U�H�L�J�Q���,�Q�W�H�O�O�Lgence Surveillance Court Memorandum Opinion and Order at 11�±12 
(FISA Ct. Apr. 26, 2017), available at https://assets.documentcloud.org/documents/3718776/2016-Cert-FISC-Memo-
Opin-Order-Apr-2017-1.pdf ���(�[�S�O�D�L�Q�L�Q�J���W�K�D�W�����³�X�Q�G�H�U���W�K�H���S�U�R�F�H�G�X�U�H�V���D�G�R�S�W�H�G���E�\���W�K�H���J�R�Y�H�U�Q�P�H�Q�W�����1�6�$���L�V���W�K�H���O�H�D�G��
�D�J�H�Q�F�\���L�Q���P�D�N�L�Q�J���W�D�U�J�H�W�L�Q�J���G�H�F�L�V�L�R�Q�V���X�Q�G�H�U���6�H�F�W�L�R�Q���������´���E�X�W���W�K�D�W���³�)�%�,���7�D�U�J�H�W�L�Q�J���3�U�R�F�H�G�X�U�H�V�´���F�R�P�H���L�Q�W�R���S�O�D�\���L�Q���F�H�U�W�D�L�Q��
classified circumstances.)  
86 �6�H�H���W�K�H���V�H�F�W�L�R�Q���³Schrems II.�  ́
87 50 U.S.C. § 1881a(i)(4). 
88 Id. § 1806. Amendments to Section 702 made in 2018 created additional protections for querying of information 
collected under Section 702 or use of such information in criminal prosecutions, but these protections primarily apply 
to U.S. persons. Pub. L. No. 115-118, §§ 101, 102. 
89 See Exec. Order No. 12333, 46 Fed. Reg. 59,941 (Dec. 4, 1981) (as amended). 
90 See Brennan Ctr., Foreign Intelligence Surveillance (FISA Section 702, Executive Order 12333, and Section 215 of 
the Patriot Act): A Resource Page (Oct. 25, 2018), https://www.brennancenter.org/our-work/research-reports/foreign-
intelligence-surveillance-fisa-section-702-executive-order-12333. 
91 Exec. Order No. 12333, § 1.7(c)(1). 
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the United States through Section 702. And because this collection takes place outside the 
United States, it is not restricted by the detailed rules of FISA outlined above.92 
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(1) espionage and other threats and activities directed by foreign powers or their 
intelligence services against the United States and its interests; (2) threats to the United 
States and its interests from terrorism; (3) threats to the United States and its interests from 
the development, possession, proliferation, or use of weapons of mass destruction; (4) 
cybersecurity threats; (5) threats to U.S. or allied Armed Forces or other U.S or allied 
personnel; and (6) transnational criminal threats, including illicit finance and sanctions 
evasion related to the other purposes named in this section.98 
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92 PCLOB Report, supra note 81, at 107. 
93 Exec. Order No. 12333, § 2.5. 
94 Id. § 3.6(c). 
95 Supra Schrems II at paras. 184, 192. 
96 �3�U�H�V�V���5�H�O�H�D�V�H�����2�I�I�L�F�H���R�I���W�K�H���3�U�H�V�V���6�H�F�¶�\�����3�U�H�V�L�G�H�Q�W�L�D�O���3�R�O�L�F�\���'�L�U�H�F�W�L�Y�H�² Signals Intelligence Activities (PPD-28) 
(Jan. 17, 2014), https://obamawhitehouse.archives.gov/the-press-office/2014/01/17/presidential-policy-directive-
signals-intelligence-activities. 
97 Id. at n. 5. 
98 Id.  
99 Id. 
100 Id. 
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